The eDREAM project is co-founded by the EU’s Horizon 2020 innovation

programme under grant agreement No 771 Bef. Ares(2020)2808244 - 20/05/2020

“2DREAM

enabling new Demand REsponse Advanced, Market oriented and
secure technologies, solutions and business models

DELIVERABLE: 5.5 Self-enforcing smart contracts for DR tracking and
control V2

Authors: Tudor Cioara, Claudia Pop, loan Salomie




)

eDREAM D5.5 Self-enforcing smart contracts for DR tracking and control V2 i DREIL\M

Imprint

D5.2. Self-enforcing smart contracts for DR tracking and control V2 (Month 29)

Contractual Date of Delivery to the EC: 31.05.2020
Actual Date of Delivery to the EC: 31.05.2020
Author(s): Claudia Pop (TUC), Marcel Antal (TUC), Tudor Cioara (TUC), lonut

Anghel (TUC), Viorica Chifu (TUC), Cristina Pop (TUC), loan
Salomie (TUC), Andreea Valeria Vesa (TUC)
Participant(s): Lead Partner: Technical University of Cluj-Napoca (TUC)

Contributors: ENG, ASM, EMOT

Project: enabling new Demand Response Advanced,
Market oriented and secure technologies,
solutions and business models (eDREAM)

Work package: WP5 - Blockchain-enabled decentralized network control
optimization and DR verification

Task: T5.2 - Blockchain-driven self-enforcing smart contracts for DR
energy transactions modelling, tracking and decentralized control

Confidentiality: public

Version: 0.99

Legal Disclaimer

The project enabling new Demand Response Advanced, Market-oriented and secure technologies, solutions and
business models (eDREAM) has received funding from the European Union’s Horizon 2020 research and innovation
programme under grant agreement No 774478. The sole responsibility for the content of this publication lies with the
authors. It does not necessarily reflect the opinion of the Innovation and Networks Executive Agency (INEA) or the
European Commission (EC). INEA or the EC are not responsible for any use that may be made of the information
contained therein.

Copyright

© Technical University of Cluj-Napoca, eDREAM Consortium. Copies of this publication — also of extracts thereof — may
only be made with reference to the publisher.



eDREAM D5.5 Self-enforcing smart contracts for DR tracking and control V2 2~ IR_DE AN
g g eDREAM

Table of Contents

T o) S T (W] ¢ YU 4
LIST OF TABIES ..ttt sttt et e b e bt e sae e st e et e bt e b e e s be e sae e sae e et e e nbeesaeesane e 5
List of ACronyms and ADDIreVIations ........ccuiii i e s s e s st ae e e ssbaeeesanbreeesnnnreeen 6
EXECUTIVE SUMIMATY ..ottt ettt et e e e e et et e e e e e s s aabe et e eeeessaassseaeeeeeeesanasssaeeeeeeessannssnnaes 7
1 T 1A g'o o [V o4 o] o IO TSV U UV TSP 8
1.1 U o Lo PP PPPPPPPPPPPPPRS 8
1.2 Relation tO OTher aCtiVITIES ...cc.eeiuieiiiiiiee et 8
1.3 Structure of the dOCUMENT ......coiuiiii ettt sbe e s e 9
2 Mechanism for Demand - Offer MatChing.......c..uviiiiiiiice e 10
2.1 Energy Bids-Offers MatChing .........oiiiiiiii it eree e s e s e sabee e e e 10
2.2 Flexibility Request — Order-matChing ........cccceiieiiee i e e e 16
2.3 Price-driven Flexibility Bids-Offers MatChing..........ccoociiiiiiiiie et 17
3 Price-driven Flexibility Mark@tplace .......ccuueeeeiiii ettt e et e e e e e e e e e e 22
4 Blockchain Platform for Micro-Grid Energy Management........c..eeeeccuieeeeciieeeeeiieeeeeree e e eeireee e e eveee s 27
4.1 Peer-to-peer ENErgy Trading ......ccceeiieiieee et eetee et ee e ettt e e e tee e e e s bee e e s sabee e e esabae e e ssnbeeesenaseeesennsees 27
4.2 Decentralized Flexibility Services Management and Control........cccccccveeiiiiieeicciiee e e 29
4.3 Price-driven Flexibility MarketplaCe .........occueieiciiii ittt e e e e 33
LI 6] o Tol (V11 o T DO O OO O USRS PO PORUPTUPTOPPTO 37
REFEIENCES ..ttt ettt et b e s bt e s bt e sat e e ate e beeebeeehe e sabesab e e bt e beesbeeeaeeeneeeteereen 38



eDREAM

D5.5 Self-enforci t contracts for DR tracki d trol V2 IR EEAM
elf-enforcing smart contracts for racking and contro 2DREAM

List of Figures

Figure 1. eDREAM PERT chart showing WP5 and T5.2 in relation to other work packages.........ccccoeveevrnnnennn. 8
Figure 2. Session energy clearing price CalCulation ..........ccueeieiiiii et e 11
Figure 3. Energy bids / offers matching using a Greedy approach .........cccceceeeieciieeiecciecceeseecee e 12
Figure 4. Energy trade structure implementation in SOldity .......ccceeeiieiiiiiiii i 13
Figure 5. Augmented graph for modelling the energy flow among offers and bids..........cccceeeeieiiiiineennnee. 13
Figure 6. Energy bids / offers matching using an augmented graph-based solution ..........ccceveeveeiiieeiieeniens 14
Figure 7. Matching energy bids and offers matching using Oracles..........cccvvviviiieiiiiien e 15
Figure 8. Oracle-based matching of a flexibility request to a set of DEPs flexibility orders ..........cccccuvveeenneee. 16
Figure 9. Oracle-based matching of flexibility bids and flexibility offers in the Price-driven Flexibility
Y Y0 ] 4 o - o PP 19
Figure 10. Optimization problem of matching flexibility bids and offers ..........cccceeeeeeieeciie e, 20
Figure 11. Greedy heuristic for flexibility bids offers matching problem ........ccccoeiviiiiiniie e, 21
Figure 12. Smart contracts interaction flow in the Price Driver Flexibility Market implementation............... 23
Figure 13. Buyer registering a flexibility bid ..........ooooiiiiiiii e s 24
Figure 14. Flexibility buyer and seller smart contract modelled in the flexibility marketplace ...................... 25
Figure 15. Seller registering a flexibility Offer........oou i e e 26
Figure 16 Flexibility Order (i.e. bid or offer) and Flexibility Trade data structure ..........ccccoveeevcieeeecrieeeenee. 26
Figure 17. Energy stakeholder options in the eDREAM blockchain platform for micro-grid energy management
......................................................................................................................................................................... 27
Figure 18. Web page for showing the Prosumer estimated energy profiles and potential bids/offers .......... 27
Figure 19. Energy transaction registered on the blockchain platform .........cccocoeiiiiiiiniii e, 28
Figure 20. Energy transaction validation using monitored data and participants accounts settlement......... 28
Figure 21. Energy Market Operator view on energy bids and offers submitted in a market session.............. 29
Figure 22. Energy Market Operator view matched bids and offers and reference price calculation for a market
LT (o] o H T TP P UPPT O PTPPPPT 29
Figure 23. DSO view on micro -grid predicted state and flexibility request generation...........ccccceecveeeennnnen. 30
Figure 24. Aggregator view on the forecast flexibility availability of enrolled prosumers ........cccccceeveernenee. 30
Figure 25. Flexibility request to prosumer flexibility order Split...........ooeiciiiiiciiiee e e 31
Figure 26. Flexibility delivery and compliance of the prosumers enrolled with the service............c............ 31
Figure 27. Prosumer view on flexibility availability and aggregator flexibility order signal ............cccvveeene.e. 32
Figure 28. Prosumer actual flexibility delivery information ..........cccccueviiiiiii e 32
Figure 29. Previous market session flexibility bid / offers volumes and prices.........ccoceeeeveeeeveccvieeecveecreeenne, 33
Figure 30. Forecast flexibility availability and sell flexibility offer ........coovviiiiiiie e, 33
Figure 31. Registered flexibility transaction in the blockchain.........cccooiiiiiiicii e, 34
Figure 32. Monitoring the flexibility delivery and flexibility transaction settlement.........cccccoevveeriiieniennne. 34
Figure 33. Relevant information for creating flexibility buy bid displayed for the DSO ..........ccccocevevcrieeennnee. 35
Figure 34. Flexibility buyer monitoring the flexibility delivery of matched flexibility sellers.......................... 35
Figure 35. Flexibility Market Operator view on energy flexibility bids and offers submitted in a market session
as Well as 0N the MAatChed ONES ....co.eiiiii ettt s bte e s be e sbaeesabaesbaeesabeenas 36



eDREAM D5.5 Self-enforcing smart contracts for DR tracking and control V2 ‘BD RE AM

List of Tables

Table 1. Energy information of flexibility seller used for flexibility offer construction..........ccccccevvvvevereieninnns 17
Table 2. Flexibility buyer smart contract state variables ..........ccooeeeiii e 24
Table 3 Flexibility seller smart contract state variables .........oooiiiieiei e 24



eDREAM D5.5 Self-enforcing smart contracts for DR tracking and control V2 ‘ED RE AM

List of Acronyms and Abbreviations

API Application Programming Interface
DEP Distributed Energy Prosumer

DR Demand Response

DSO Distributed System Operator

eDREAM | enabling new Demand Response Advanced, Market oriented and secure technologies,
solutions and business models

MINLP Mathematical Program of class Mixed Integer Nonlinear Program
NP Nondeterministic Polynomial time

P2P Peer-to-peer

TSO Transmission System Operator

WP Work Package




eDREAM D5.5 Self-enforcing smart contracts for DR tracking and control V2 2~IDE RN
g & [DREAM

Executive Summary

In this deliverable we present the development work and enhancements brought in addition to the eDREAM
blockchain-based platform for micro-grid energy management the initial version of which was realised in
deliverable “D5.2 - Self-enforcing smart contracts for DR tracking and control V1”.

For each type of decentralized management solution exposed by the eDREAM blockchain platform, in this
deliverable, we present the defined and implemented algorithms matching the demand and the offer. First,
we present the matching algorithms for the blockchain-driven peer-to-peer energy marketplace
implementation which are aiming to determine at the end of the energy market session both the market
clearing price and the pair of energy bids and offers that will form the direct peer-to-peer transactions. Two
types of algorithm have been implemented: (i) a greedy approach that sorts the lists of orders and bids in
descending order and tries to match them from the largest one to the smaller ones and (ii) an augmented
bipartite graph-based approach where the vertices are formed by the sets of bids and offers while the edges
are representing the energy flow between prosumers and transmission capacity as constraints.

Second, we have refined and improved the algorithm that is matching the flexibility request of an aggregator
to a set of flexibility orders signals to be followed by individual prosumers. The algorithm was implemented
and integrated with the blockchain-driven DR and flexibility services management and control and it starts by
optimally decomposing the flexibility request and then determines a subset of prosumers from the aggregator
portfolio able to deliver a specific amount of flexibility. Third, we have implemented an algorithm for optimal
matching of flexibility bids and flexibility offers, considering the associated price as an additional vector to
the actual amount of flexibility committed. We addressed this optimization problem using a greedy heuristic
that is derived from the best-fit approximation algorithm used for bin-packing. The algorithm has been
implemented and integrated with the blockchain-based price-driven flexibility marketplace.

Besides the smart contracts-based implementation of the peer-to-peer energy marketplace and of the
decentralized provisioning and control of flexibility services which have been detailed in D5.2, in this
deliverable we present the smart contract-based implementation of a price-driven flexibility marketplace
allowing the trading of energy flexibility between sellers (i.e. prosumers or aggregators ) and buyers (DSO,
aggregators or even the TSO). Non-fungible energy-adapted tokens are defined and used to transform the
energy into a transactable digital asset. The flexibility sellers and flexibility buyers participate in the flexibility
market sessions by leveraging on self-enforcing smart contracts to submit energy flexibility bids/offers with
the associated prices. The flexibility market session smart contracts keep a record of all the registered
flexibility energy bids and offers, their matching being managed outside of the chain via Oracles-based
integration of defined algorithms, while the market manager contracts keep track of all the opened sessions
and make the necessary validations regarding the participants' activity. The decision on the actual share of
energy flexibility which has been effectively delivered by each flexibility seller and associated financial
settlement is conducted using smart contracts that are considering the actual monitored energy information.

Finally, we have provided an overview of the functionality implemented by the eDREAM blockchain-based
micro-grid for each type of energy stakeholder and exposed via relevant web interfaces. The web interfaces
are presented for each type of management solution provided (i.e. peer-to-peer energy trading, decentralized
flexibility services management, and price-driven flexibility trading) using interaction steps for the success
use-case scenario.
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1 Introduction

1.1 Purpose

This report provides an overview of the work carried out in Task 5.2 between months 18 and 29 for developing
and improving the blockchain-based platform for the distributed control and management of the micro-grid
initially presented in D5.2.

The work has been concentrated in three main directions:

e The definition, implementation and integration of demand-to-offer-matching algorithms for all the
functionalities of the blockchain platform: P2P energy trading, decentralized control and delivery of
energy flexibility, price-driven energy flexibility marketplace;

e Implementation of a price-driven flexibility marketplace which is leveraging on self-enforcing smart
contracts for allowing the buyers and sellers to trade energy flexibility;

o Refinement and improvement of the blockchain platform features released in D5.2 and
implementation of web-based interfaces to facilitate the interaction of the main actors.

1.2 Relation to other activities

WP5 and T5.2 use the outputs of WP2 in terms of requirements and use-cases as well as the outputs of WP3
in terms of energy demand/generation forecasting, prosumers’ baseline and flexibility assessment. These are
used to set up and to drive the execution of the self-enforcing smart contracts to deliver the functionalities
expected with the three micro-grid management alternatives considered in eDREAM.

WP1 Project Management

WP2 User requirements, use cases and system specifications “

WP3 Techniques for Dfi and Energy Flexibility
Assesment

Pradiction methods | Baseline Estimation

WP5 Blockchain-enabled decentralized network

control optimization and DR verification
VPP modeling DR potential p

Secure energy data handling

WP4 Next generation DR Services for Aggregators Closed Loop DR Verification for near real time
and Customers DR Financial Settiement

Techniques for load

siskjeu A)ijiqeija pue uonepiieA Wy3Nae LdM
juawabeuew Yd| pue voje}jojdx3 ‘UoRRUIWSSSIO 8 dM

WP6 Integration and Interoperability

Figure 1. eDREAM PERT chart showing WP5 and T5.2 in relation to other work packages
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1.3 Structure of the document

The remainder of the report is organized as follows.

e Section 2 presents the mechanism defined and implemented for matching in a decentralized fashion
the demand and the offer. The section reports the algorithms for the decentralized matching of
energy bids and offers, flexibility request and flexibility orders and finally the price-driven flexibility
bids and flexibility orders;

e Section 3 describes a blockchain implementation of the price-driven energy flexibility marketplace
which empowers the prosumers to sell their flexibility while other energy players such as the DSO
and aggregators will compete on buying flexibility;

e Section 4 presents the blockchain platform for micro-grid management focusing on to the main web
interfaces and functionalities implemented for actors’ interaction;

e Section 5 concludes the deliverable.
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2 Mechanism for Demand - Offer Matching

In this section we detail the mechanisms we have defined and implemented for matching the demand and
offer in three blockchain-driven micro-grid energy management alternatives supported by the eDREAM
platform: (1) P2P energy marketplace, (2) DR and flexibility decentralized management and control and (3)
price-driven energy flexibility marketplace.

For (1) and (2) the blockchain design and associated smart contracts implementation have been presented in
detail in D5.2. while for (3) the smart contracts are presented in Section 3.

2.1 Energy Bids-Offers Matching

The mechanisms presented in this section are related to the blockchain driven peer-to-peer energy
marketplace implementation. Their role is to determine at the end of the energy market session both the
market clearing price and the pair of energy bids and offers that will form the direct peer-to-peer transactions.

Firstly, the set of energy bids and offers are extracted from the market session, and the session clearing
algorithm from is executed to compute the clearing price and determine the bids and offers that could be
potentially matched (see Figure 2). The algorithm has a polynomial complexity.

All valid energy offers are put in ascending order (i.e. considering their associated price) on an aggregated
energy supply curve and all valid energy bids are put in descending order (i.e. considering their associated
price) on an aggregated energy demand curve (see lines 1-2). Then, a loop is used to iterate through price —
ordered energy bids and offers and to determine the index of the energy bid and the energy offer where the
ascending offer price and the descending bid price intersect (see lines 7-17). The intersection of the two
curves determines the clearing price, at which all accepted bids and offers are remunerated (see line 20), the
overall quantity of energy traded in the session (see lines 18-19) and the selected energy bids/offers. A
method that considers several corner cases of intersecting two polylines is called to compute the exact
intersection price. Finally, the clearing price and the list of energy bids and offers selected to be matched are
returned (see line 21).

Input: list of energy offers and energy bids from the market session Of fers[P], Bids[Q]
Output: market session clearing price Pricegearing
selected energy bids and offers Of fersSgeiectea [N, BidSseioctea[M]
Begin
1. Sortascending (Offers)
2. Sortdescending (BidS)
3. Indexy =1
4. Indexg =1
5. Displacementy;; = 1
6. Displacement,srer =1
7. while (of fer[index,]. price <= bid[index,]. price) do
8. currentBidDisplacement = Displacement,;; + bid[index,].amount
9. currentAskDisplacement = Displacement,ss.r + of fer[index,].amount
10.  if (currentBidDisplacement > currentAskDisplacement) then
11. Index, + +
12. Displacement,¢ser = currentAskDisplacement
13.  else
14. Indexg + +
15. Displacementy;; = currentBidDisplacement

10
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16. endif
17. end while
18. OfferSgeiectea = 0f fer[0 to index,]
19. BidSgeiectea = bids[0 to index,]
20. Pricecieqring = Computedearingp (Displacementy,;q, Displacement ¢ sy, Index,, Indexg)
21. return clearingp ice, Of ferSseiectear BidSseiectea
End

Figure 2. Session energy clearing price calculation

Secondly, an algorithm is defined and implemented to determine the minimum number of matchings
between the selected energy bids and energy offers (i.e. returned by the previous one) that will form the
peer-to-peer energy transactions. Because the problem at hand is an NP problem, a heuristics algorithm is
defined and implemented to solve it.

After running the algorithm from Figure 2, we know that the total amount of the M bids is equal with the
total amount of the N offers:

N

M
Z offer; = Y bid,
. 4

i=1

We aim to determine a mapping between the set of offers and the set of bids, with the least number of
mappings.

RM*N

We construct a matrix P € of size M = N, where each element P(i,j) defines the percentage of bid;

that is considered to address the of fer;. Thus, each row of the matrix decomposes bid; to each of the offers
placed as headers of the columns:

N
zP(i,j) = 1,vi € {1..M}
=1

J

The offer is composed by the weighted sum of the bids from each column:

M
of fer(j) = z P(i, ) * bid(i), Vi € {1..N}
i=1

The goal is to minimize the number of elements of the matrix that are not zero, thus the objective can be
defined as:

N M
MINQY > F(PGL)
i=1j=1
where the function f is defined as a step function:

F1011 = 010 = {1 1R E D 0

11
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The above defined optimization problem is classified as Nonlinear Programming, because the unknown
variable in the optimization function is the matrix P containing real values in the interval [0,1] and the
objective function is not linear (i.e. the step function f).

The optimization problem is a NP-complete similar to the partition problem in computer science which is
aiming to partition a set of positive integers S into two subsets S; and S, such that the sum of the numbers
in §; equals the sum of the numbers in S, [1]. This can be easily shown by considering the particular case of
our matching problem with N offers and only 2 bids. In this case, the set S is given by the N offers with a total
amount of energy offer of ¥V, of fer(i) that has to be split in two sub-sets that are matching the energy
value of each individual bid. A solution of the partition problem will generate N mappings between the set
of energy offers and the set of energy bids that is the minimum number of mappings possible. If one could
solve the partition problem in polynomial time, it could also solve the energy bid and offers matching
problem, implying that this problem is also NP.

The first solution defined to solve the energy bids/offers matching problem is based on a greedy approach
that sorts descending the lists of orders and bids and tries to match them from the largest one to the smaller
ones (Figure 3). This solution has a run time complexity of O(Nlog(N) + Mlog(M)) given by the sort
operation complexity, while the actual matching computation has the complexity of O(M + N).

Input: Energy bids & offers selected by the energy clearing price calculation algorithm: Of fersseectea [N],
BidSgeiectea [M] where M is the total number of selected energy bids and N the total number of selected
energy offers

Outputs: pair of matched energy bids and offers: P[index,¢f.,][indexy;q] with the value 1

Begin

1 Sortdescending (Offersselected)
2. Sortyescending (BidSselectea)
3. indeX,fper = 0
4. indexyy = 0
5. while (index,sf.r < N and indexp;y < M)do
6. If (Offersserectea [indeXofper] > BidSseectealindexyiq]) then
7. Offersselected [indexoffer] = Offersselected [indexoffer] - Bidsselected [indexbid]
8. Plindexpiq][index,rrer] =1
9. indexyq + +
10. else
11. Bidsselectea (indexpiqg) = BidSseiecteqa(indexpia) — Of fersSseiectea(index,prer)
12. index,frer + +
13. Plindex,¢rer][indexyiq] =1
14. end if
15. end while
End

Figure 3. Energy bids / offers matching using a Greedy approach

To generate the associated energy trades, a parser id is defined and used to iterate the P matrix and, in case
an element P[indexbid][indexoffer] = 1, meaning that there is a match mapping between the bid with id
ID(indexy;4) and the offer with id ID (indexy;4), it creates an energy trade with the structure presented in
Figure 4. By parsing entire matrix P, a list of such trades is generated and published to the blockchain by the
Oracle as a single transaction.

12
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struct Trade{
bytes32 id;
bytes32 buyOrderld;
bytes32 sellOrderld;
address prosumerBuyingAddress;
address payable prosumerSellingAddress;
uint timestamp;
uint tokenld;
uint quantity;
uint price;

}

Figure 4. Energy trade structure implementation in Solidity

The second solution defined to solve the energy bids/offers matching problem is based on a Graph-based
approach. The problem is modelled as a bipartite graph G = {V;,V,, E}, where the vertices are formed by the
sets of bids and offers:

vy = {offer|i € {1..N}},V, = {bid;|i € {1..M}}

An edge ej; € E represents a transaction from of fer; to bid;. We define the function f: {V; UV,} > Rasan
energy flow function between the vertices, with the following constraint:

fij = f(eij) < of fer;

We use concepts from the Minimum-cost flow problem to compute an approximate solution of the problem.
We add a source connected to all the nodes from V; and a sink to all the nodes from V,. We connect all the
nodes from V] to all the nodes from V,, by creating a complete bipartite graph (see Figure 5).

of fery bid,

affery
Coaloed

sink
source

Figure 5. Augmented graph for modelling the energy flow among offers and bids

We augment the graph by defining the energy capacity of the edges as follows:

e All edges connecting the source and the nodes from V; have the capacities cs"jjf{; defined as

C:g{:;el = of ferj.value

e All edges connecting the nodes from V, with the sink have capacities C,ffgf defined as

cg;gj‘ = bid;.value

13
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All edges connecting nodes from V; to all the nodes from V, have the capacity C;; defined as:
Cij = of fer;.value

All the edges connecting nodes from V; to V, have a positive costs a;;, considered as weights, while,
nodes from V, to V; have negative weights —a;;

ai]- = |bld] — offeri|
The cost of sending a flow along the edge e;; is computed as

COStij = fU * al-j

In this case the bids and offers matching problem is represented in the graph as an amount of energy s to be

sent from source to sink:

N

M
szz:offeri = ) bid;
j=1

i=1

The aim is to minimize the cost of the flow over the edges:

N M
MIN(Z Z cost;;)

i=1j=1

With the following constraints:

Capacity constraints: f;; < ¢;;
Symmetry: f;; = —fji
Flow conservation: Y.yev, vy, fuw = 0, YU €V, UV,

Required flow: ZWEV1UV2 fsource-w =5 = ZWeV1UV2 fw-sink

We use Figure 6 algorithm to determine the maximum flow from the source to the sink.

End

Input: The augmented bipartite graph constructed for energy bids and offers submitted in a market session
Output: Energy flows on the edges of the graph
Begin

Nk wWwN e

Apply Bellman-Ford algorithm to increase the costs of the edges and make them positive
While (3 path from source to sink)

Path (source, sink) = Dijkstra (with edge e;; and weights as a a;;)

flow = Min gpqcity (Path (sink, source))

Fore;; € path(sink,source) do

e;j. capacity = e;;. capacity — flow

End for

End while

Figure 6. Energy bids / offers matching using an augmented graph-based solution

The graph-based solution starts by applying the Bellman Ford algorithm that has a complexity of O(|N + M| *

|E]) to increase the edge weights to positive values, so that the Dijkstra algorithm can be applied. According

to the graph construction, the number of edgesis E = N + N * M + M and the number of vertices is V =

N + M + 2. Dijkstra is applied in the main loop of the algorithm due to its lower complexity of O(|E| +

14
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[V]1og(]V|)) when using a Fibonacci heap. It is computing, the shortest path from the source to the sink (see
lines 2-8), with the weights represented by the augmented costs a;;, while the flow is computed as the
minimum of the capacities (see lines 5-7). The graph-based algorithm ends when no paths are found from
the source to the sink having an overall complexity of O(N * M2 * log N).

The matchings between the bids and the offers are computed by the number of energy flows between the
sources and the sinks the solution being contained in the energy flow values of the edges connecting nodes
of the bipartite graph. To generate the list of transactions with the structure from Figure 4, the graph data
structure are iterated and in case flow f,,,, > 0 a trade is generated to mark a transaction between offer with
identifier u and the bid with the identifier w. Then, a list of such trades is generated and published to the
blockchain by the Oracle as a single transaction.

Since blockchain smart contracts have limited resources for on-chain logic computation, and each instruction
is paid by the caller, we have implemented a solution that can be run off-chain while assuring the secure
integration with the blockchain implementation of the peer-to-peer energy market. We have used the
concept of Oracles for supporting the call of the complex logic or other APIs from outside the blockchain and
to provide in response the results necessary in the smart contracts execution. Such an Oracles-based solution
is presented in Figure 7.

External Sassion Clearing and Matching Service

Energy Clearing | {4) Selected bids & offers | p2P Bids Offers
Price Computation Clearing price Matching

(3) Call Serviee ssubmitted bids & offers>

E P2P Encrgy Market 2" Tier Solution
o Iiarke oal Computational Scalability Solution .--—_ . 7 2
E e 7 ; J DER ‘ <submitted bids & affers> TEESAR ;?r:}};::d:;ff
£ £s ~ L = (1) Event: End of market session (2} Observe Events ORACLE )4 i et
a3 ’ ‘+ V\’(\Q . signfskey, Matched List)
HY ‘ [E * / o Gn(sKey; Matched L
e lhack, hed List, si
g 4 pER (7) verify(nOptiey, Matched List, sign) (6] callback{Matched List, sign)
2 '
8 2 = Scalable & Tamper Evident Saluti
5% =
s S5 —
: g d _IL P . Distributed i — @
3= Prosumers pEGfSCOﬂSEﬂSI e - []atabasg 5 -
25 E - : :
£ 3 : =
i: O @
H
[

Figure 7. Matching energy bids and offers matching using Oracles

The Oracle is a module that integrates the blockchain with the off-chain world. For our implementation, we
consider the oracle module to continuously listen for events that notify the necessity of results from the off-
chain algorithm (see step 2). Such an event will be always intercepted whenever the symbol market will throw
an end of a session event in the peer-to-peer energy marketplace. Once the Oracle intercepts such an event,
it will forward the request to the Session Clearing and Matching Service together with the list of energy bids
and offers submitted in the session with their price associated (see step 3). The clearing and matching service
will have assigned a pair of public-private keys, where the public key can be stored on-chain. Once the results
of the algorithm are obtained in terms of paired energy bids and offers, the service will sigh them using the
private key and return them to the oracle (see step 5). The signature is necessary, since the oracle or any
other entity that intercepts the request can be a malicious entity aiming to tamper the matching results.

Furthermore, the Session Clearing and Matching Service must prove itself as the entity authorized to make
this computation through this signature. The results, together with the signature, are injected on chain using
a call-back function (see step 6). Once reaching the smart contract of the MarketSymbol and MarketSession
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the contract will validate that the results are received from the authorized matching module (see step 7), and
that the data have not been tampered with, thus trusting the received results.

2.2 Flexibility Request — Order-matching

The mechanism presented in this section is a refined version of the one described in D5.2 and is related to
the blockchain driven DR and flexibility management and control. Its role is to determine a subset of
prosumers from the aggregator portfolio able to deliver a specific amount of flexibility and to calculate their
individual flexibility order curves to optimally match the aggregated request.

Flexibility Request External Flexibility Request = Flexibility Order Matching

DEP Flexibility Sy ..

" i > - S)FlexibilityE, .o DEP(1.k
| 1,k Baseline® @k-b\{ IFlex Vorde (1..k)

FlexibilityE, ...

(4} Call Service <Flexibility Request, DEF (1..k} Flexibility Forecost>

Decentralized Flexibility Management and Control z'r"'" ﬁer&nlulinn
= . ; s " | Computational ScalakilitySolution
5 DEP [« —»] Aggregator |+ D50 (1) Event: DSO Flexibility Request Q P ; o signfskey, Flexibility} . )
) = FlextBility brr. (2) Event: Flexibility Foreeast { { ORACLE )¢
' : DEP {10k ) N
‘ L o

(7) verifelpOptKey, F?e'cr'bf!.ftyg,.dw, signature) (L] caﬂbac.l’(."lexibil!’ryg,.dsr,sf'gnarure,J-_ B
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Figure 8. Oracle-based matching of a flexibility request to a set of DEPs flexibility orders

Blockehain based Platform for Micro-grid management
| Protocol &N kLayar A ¢

In this case, the optimization problem is to find and select the optimal subset of DEPs from the aggregator
portfolio and issue individual flexibility order signals so that their aggregated energy profiles will match the
flexibility request signal received by the aggregator from the DSO.

Due to the high overhead of the blockchain-based computations, the algorithm is implemented in an Oracle
that is activated when the aggregator receives a flexibility request from the DSO and collects the forecast of
energy flexibility form its enrolled distributed energy prosumers (DEPs) to determine at what extend it may
satisfy the request.

For each individual prosumer from its portfolio the aggregator needs the individual baseline energy demand
and flexibility availability in terms of above and below the baseline maximal values for the time interval of
the flexibility request [0..T]:

DEP;, = {Baseline*, Flexibilityf,,.,, Flexibility,o,e }, k € {1,.. Npgp}

The events regarding the information collected for all prosumers (step 1) and the flexibility request (step 2)
are intercepted by the Oracle (step 3), which will invoke the external service Flexibility Request — Flexibility
Order Matching. The service will select the subset of prosumers and the associated flexibility order of each
individual prosumer such that will optimally match as aggregated the flexibility request.

For each prosumer k that is selected, the service will compute a flexibility order for the prosumer, with the
constraint of being bounded within the availability limits:

Flexibilityg ,iow (t) < Flexibilityl, 40, (t) < Flexibilitys,,,.(t),t € {1..T}
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The Flexibility Optimization Service will have assigned a pair of public-private keys, where the public key can
be stored on-chain, the results are signed with the private key and return the results and the signature back
to the Oracle. The results together with the signature are injected on-chain using a call-back function. Once
reaching in the aggregator associated smart contract a validation will be conducted to determine if the results
are received from the authorized optimization service, and that the data has not been tampered with.

We model the action of selecting a prosumer k to deliver flexibility for matching the request by a variable
s(k) € {0,1}. The aggregated flexibility of the determined subset is computed as the sum of flexibility
requested to be delivered by the selected prosumers for each time step within the time window T

Npgp
Flex1blllty1;47‘,go‘?;;2‘ggtor(t) = Z s(k) * Flexibilityk, 40, (t),s(k) € {0,1},k € {1.. Npgp}
k=1

Finally, the service aims to minimize the distance between the flexibility request and the aggregated flexibility
of the selected prosumers. We use the Manhattan distance as the metric:

rovided rovided

d (FlexibilityB59, .., Flexibilitysd9me99tT) = Z |FlexibilityRS9, . (t) — Flexibility,oome99%T (¢)]

Due to the continuous variables Flexibility5EF,. € RNpEP*T and integer variables s € ZVPEP, as well as the

non-linear objective function, the optimization problem is classified as mixed-Integer nonlinear problem.

2.3 Price-driven Flexibility Bids-Offers Matching

In Section 3 we present in detail the implementation of a price-driven flexibility marketplace over the
eDREAM blockchain platform in which various stakeholders can compete on buying and selling energy
flexibility. To make it operational beside the smart contracts, a fundamental component is the matching of
flexibility bids and flexibility offers considering the associated price as an additional vector to the actual
amount of flexibility committed. The matching algorithm implementation and integration with the blockchain
platform is detailed in the next paragraphs.

In the Price-driven Flexibility Marketplace facilitates the interaction of two types of actors: flexibility buyers
and flexibility sellers. The flexibility buyers are entities such that the Aggregators, DSO (Distribution System
Operator) or even the TSO (Transmission System Operator), while flexibility sellers are energy prosumers that
can adjust their energy demand to deliver flexibility. Furthermore, Aggregators can act either as flexibility
buyers (i.e. buy and aggregate flexibility from individual prosumers) or flexibility sellers (i.e. sell aggregated
flexibility on their enrolled to interested players such as the DSO) in a specific market session.

To be able to submit a flexibility offer on the Price-driven Flexibility Marketplace, the flexibility seller will
leverage its forecast energy data over the time interval of the offer [0..T], as shown in Table 1.

Table 1. Energy information of flexibility seller used for flexibility offer construction

Flexk,,,,.baseline[T] kWh Calculated baseline energy demand of the FlexX,,,, expressed as an
array of T energy values over the time interval [0..T]
Flex¥, ;.. flexapope[T] kWh Flexibility availability above the baseline of the FlexX,,,, expressed as

an array of T values over the time interval [0..T]. These values
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represent the estimated maximum increase of the energy demand of
the Flexk,,, over its regular energy baseline.

Flexk, ... flexpeiow[T] kWh Flexibility availability below the baseline of the Flexk ., expressed as
an array of T values over the time interval [0..T]. These values
represent the estimated maximum decrease of the energy demand of
the Flexk ., below its regular energy baseline.

The Flexé‘e”er sells flexibility, as all basic energy flexibility sellers that participate on Flexibility Market are
considered energy consumers, thus they place a flexibility offer showing how much they are willing to alter
their baseline, by increasing or decreasing their energy demand. Flex;‘e”er.flexoffer at timestamp t is
positive if the FlexX,,,, states that it will increase its energy demand, otherwise it is negative showing that
the Flexk ;.. will decrease its energy demand.

Flexéceller'flexoffer [t]
_ (Flexk e, [t]. flexapove — Flexk ., [t]. baseline > 0,if Flexk,,,, increases its demand
Flexk o, [t] flexpeiow — Flexk, ., [t]. baseline < 0,if FlexX,,,, decreases its demand

To submit the offer, the flexibility seller will associate a price to its total energy flexibility FlexX,,,,. price[T]
to be delivered, measured in €/kWh or Gwei /| kWh

Thus, the flexibility offer of a FlexX,,,, consists of a tuple indicating how much it is willing to modify its
baseline by shifting the flexible energy at the price specified by the FlexkX,,.,.price[T]:

Flex;‘eller' OffeT[T] = {flexoffer [T],pTiCE[T]}

The flexibility buyer flexibility bids are either positive or negative. If the request is positive, the matched
flexibility sellers will have to increase their energy demand by shifting flexible energy in the time interval of
the request. If the flexibility request is negative, the matched flexibility seller will have to decrease its energy
demand by shifting energy flexibility away from the flexibility request time interval.

> 0, the flexibility sellers need to increase demand

K —
FleXpyyer- flexrequese (t) = {< 0, the flexibility sellers need to decrease demand

The bid submitted by a flexibility buyer Flex,',‘uyer, will consist of a tuple from the request and the price
associated with the request the buyer is willing to pay.

Flexl]fuyer- bid[T] = {flexrequest [T]'flexPrice [T]}

The Price-driven Flexibility Marketplace during an open market session collects bids and offers from N
flexibility sellers and M flexibility buyers. An Oracle is intercepting the market session end event and will
forward a request to an external matching service to determine which of the N offers matches best the M
bids (see Figure 9).
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Figure 9. Oracle-based matching of flexibility bids and flexibility offers in the Price-driven Flexibility Marketplace
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The Price-driven Flexibility Bids-Offers Matching Service will implement an algorithm that is aiming to find
the subset of flexibility sellers that, grouped together, can match each of the M registered flexibility bids over
the time window [0.. T] at the lowest cost. We define a mapping function fi,q¢cn that maps FlexX ;... of fer
to the flexibility bid Flexf,, .. bid:

fmaten:{1..N} = {0.. M}, frnatcn (k)
B {p,p € {1.. M}, meaning that FlexX,,,,.of fer is matched to Flexguyer. bid

0, meaning that FlexX,,,,.of fer is not matched to any flexibility buyer bid

Thus, the input of the matching algorithm is represented by a set of N flexibility offers and M flexibility bids
and the output is an instance of the fi,4tcn Mapping function that minimize the optimization objective
composed of two components:

e the distance between a Flexlfuyer. bid and the total flexibility offered by the set of matched

flexibility sellers FlexX ;,,...of fer
e the total cost of flexibility computed considering the flexibility prices of the selected prosumers
Costyieyx

These components are weighted by two factors @ and f having the sum 1, leading to the optimization
objective:

M
MIN (a * Z(dist(Flexsuyer, Flexh con) + B * Z(Cost}flex))
p=1 p=1

The Flexpqecn (k) is computed as the aggregated amount of the flexibility offers of the selected set of
flexibility sellers over the time interval [0..T]:

N

Flext . ..(6) = Z selected, (k) * Flex% o, flexopper[t],V ¢ € {0..T}
k=1
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where selected,, (k) is a binary array constructed for each Flexguyer with the following rule that states that

if the match function f,,4¢cn for Flexfe”er is p, meaning that if the sell offer k is matched to the bid p, we
mark in the array on position k a value of 1, otherwise we mark 0.

selected (k) — {1 if fmatch(kz)—Och:;l];l:xseller of fer

The flexibility cost objective for matching a specific bid p is computed as the sum of the unit prices asked by
the selected flexibility offers multiplied with the flexibility amount offered.

N

Cost}?lex(t) = Z selected, (k) * FlexX . flexopper [t] * Flexd,,,. price(t),V ¢t € {0..T}
k=1

Finally, the reference price is computed as the average of the prices asked by the selected flexibility sellers
offers matched for each of the M flexibility buyer bids for each timestamp from the time interval [0..T]:

M
Pricegpp(T) = M Z il 1selected @ Z selected(k) = Flexk,,,,.price(t),v t € {0..T}

Figure 10 presents the price-driven flexibility bids and offers matching problem expressed as a constraint
satisfaction problem.

Inputs: the set of flexibility offers and flexibility bids from a session FlexX,,,,...of fer[T][N], Flex},‘uyer. bid[T][M]
Outputs: the matched flexibility offers to the corresponding bids f,,4:cn, the flexibility reference price Priceggr[T]
Objective: Determine the matching function fi,4ccn Such that

MIN (a * Z(dlst(Flexbuyer, Flexmatch) + p * Z(Cos lex))
p=1 p=1

With the following constraints expressed as equations:

CL: Flexh o, .n () = XR=, selected, (k) * FlexX, ... flex,srer[t],V t € {0..T}
C2: Costf,, (t) = L=y selected, (k) * FlexX iy flex,fper[t] * Flex¥, .. price(t) ,V t € {0..T}

C3: Priceggp(T) = ﬁ * Zp 157 ! * YN_ selected(k) = FlexX ,,,.price(t),v t € {0..T}

-, Selectedy (k)
And the following constraints expressed as inequalities:
C5: Costf),, (t) < Flexp, .- FleXprice(t),V t € {0..T}, k € {1..M}

Figure 10. Optimization problem of matching flexibility bids and offers

The optimization problem defined in Figure 10 for the flexibility matching algorithm is classified as a
mathematical program of class mixed integer nonlinear program (MINLP), having both integer and continuous
unknowns. This class of problems is known to be NP-hard [2], thus no polynomial deterministic algorithm can
be used to determine a solution. Furthermore, the optimization problem can also be reduced to the well-
known bin-packing problem [3], namely the Vector Bin Packing problem [4], that is also NP-hard.

Thus, we propose a solution for solving the optimal flexibility matching problem that uses a greedy heuristic
that is derived from the best fit approximation algorithm used for bin-packing. It is derived from the Next Fit
Decreasing Height algorithm [3] and used to determine an approximate solution for multidimensional packing
problems. It has as inputs the list of N flexibility offers and M flexibility bids that have to be matched, and as
output the mapping function f,4:cn, that optimal matches considering the defined energy and price
constraints and optimization objective as well as the reference price of the matching solution computed as
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an average of the selected offers prices (see Figure 11Figure 11. Greedy heuristic for flexibility bids offers
matching problem).

Inputs: the set of flexibility offers and flexibility bids from a session FlexX,,,,.of fer[T][N], Flex}fuyer. bid[T][M]
Outputs: the matched flexibility offers to the corresponding bids f;,,4:cn, the flexibility reference price Priceggr[T]
Begin
1. Foreach Flex}, . .bidinFlexy,,,,.bid[T][M]do
2 Compute total flexibility bid cost for Flexf;uyer. bid as Y{_; flex,equest[t] * fleXppice[t]
3. End Foreach
4. Sort descending by total cost the list of Flexp,,,,... bid[T][M]
5. Foreach Flexk,,,.offer in FlexX,,,,.of fer[T][N] do
6 Compute total offer price for Flex,,.,. of fer as X1_; flex,sfer[t] * price|t]
7. End Foreach
8. Sort ascending by total price the list of FlexX,,,,,.of fer
9. index,frer = 0, Initialize frqecn With O
10. Foreach Flexp,,.,.bid in Flexy,,,,. bid[T][M] do
11.  While ! greaterThan(Flex),q,ch, Flext, e, bid) do
12. indeX,frer + +;
13. fmaten(index,frer) = k
14.  End while
15. End Foreach
16. Compute Priceggp

17. Return f,qecn, Pricegpr[T]
End

Figure 11. Greedy heuristic for flexibility bids offers matching problem

The algorithm starts by computing for each flexibility bid the total flexibility cost as the product of the
flexibility request and the price associated per each flexibility unit by the flexibility buyer (see lines 1-3). Then,
the flexibility bids set submitted in the market session is sorted descending, giving priority to the bids of the
flexibility buyers that have associated the largest sum of money (see line 4). The same computation is done
for the flexibility offers to determine the associated price and the flexibility sellers are sorted ascending giving
priority to the flexibility offers with the smallest price associated (see line 8). The algorithm consists of a for

loop that iterates through the flexibility bids set (see lines 11-14), and for each bids of a flexibility buyer p it

b
matc

Flexsuyer. bid. The operator greater than is constructed according to the following formula and is true only

determine the subset of matching flexibility offers (line 13), while the Flex , is not greater than the

if all the elements of the first array are greater than the elements of the second array given as argument.

greaterThan(FlexﬁLatch, Flexsuyer. bid)

true,if vt € {1..T},s.t. Flexf:latch(t) > Flexf;uyer. bid(t)
B false,if 3t € {1..T},s. t.Flexf:latch(t) < Flexlfuyer.bid(t)

The algorithm increments an index that iterates the set of flexibility offers and constructs the mapping finatcn
by assigning the flexibility offer with index,fr., the flexibility bid with index p. Finally, the algorithm
computes the reference price (see line 16).
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3  Price-driven Flexibility Marketplace

In this section, we describe the smart contracts-based implementation of the price-driven flexibility
marketplace which allows the flexibility trading between flexibility providers (i.e. prosumers) and flexibility
requesters (Aggregators or DSO).

Each energy flexibility asset in the micro-grid is enabled to register via smart contracts his flexibility potential
as a flexibility offer in a Price-driven Flexibility Market. Similarly, whenever the flexibility buyers have a certain
request for flexibility, they will place flexibility bids via smart contracts on the flexibility marketplace. All the
bids and offers are registered by the flexibility market contracts, and a flexibility bids/offer matching algorithm
(see the previous section for its description) is run via Oracle-based integration to compute the optimal
solution for matching the sellers and the buyers of flexibility in the grid. The security and correct integration
of the smart contracts with the matching service are ensured by the Oracle entity.

Self-enforcing smart contracts are defined to manage the actual delivery of flexibility (i.e. from the matched
flexibility sellers to the flexibility buyers), associating incentive and penalties rates. For each flexibility seller,
smart contracts are responsible to evaluate the potential differences between the matched flexibility order
and the flexibility actual delivered (i.e. as provided by monitored energy values registered in the distributed
ledger). If relevant deviations (i.e. above 10%) are identified, the smart contracts ensure that the flexibility
sellers are financially responsible for the imbalance created in the grid by their failure to deliver the promised
flexibility.

Five types of smart contracts are involved in Price-driven Flexibility Market operations:

e The market actors’ operations are represented and validated on chain by the flexibility buyer
contracts (representing the DSO, Aggregators or other actors willing to pay for the delivery of
flexibility) and the flexibility seller contract (representing the Prosumers, Aggregator or other actors
willing to sell their flexibility);

e The Flexibility Token contract, as an adaptation of ERC-721 [5] modelling the flexibility as a promise
of an asset to be delivered.

e The Flexibility Market Manager contract that is managing the actors and their rights to participate in
different market sessions, the deposits registered per flexibility bids/offers ensuring financial
responsibility for the actors, and the market sessions opening/closing times.

o The Flexibility Market Session contract is responsible to register and store the published flexibility
bids and offers corresponding to the active session at the time of registering. Furthermore, the
matched flexibility trades are validated, and the correct clearing and settlement are overseen by this
contract.

In Figure 12 the interaction flow among the smart contracts involved in the Price-driven Flexibility
Marketplace is depicted:

e Step 1: The Flexibility Market Session Smart Contract creates and opens a new energy flexibility
trading session for a specific time frame allowing the prosumers to register and publish their
flexibility bids/offers.

e Step 2: The flexibility requesters can publish through their associated flexibility buyer contracts their
flexibility bid for a specific time period. The buyer needs to specify (2a) a flexibility request profile,
specifying the desired quantity of flexibility for each hour interval and the reward offered per unit of
flexibility delivered. Furthermore, the buyer needs to prove that he owns the financial means to
acquire the specified flexibility requested, thus a payment deposit is made in the Flexibility Market
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Manager contract proportional to the requested flexibility. Upon successful validation of the
registered flexibility bid (2b), the Flexibility Market Manager will forward (2c) the bid to the
corresponding market session, while the manager contract will continue to act as a custodian for the
buyer’s deposit until the end of the market session.

Flexibility seller |
Prosumar ller

5 e "
g |2a) Publizh Flexibility Bid Day Ahead
— paymentDeposil, Flexihility Potential:
. | i2b} Venfy deposit ensuring <flexibilityRequestProfile, rewardprices] - Basefine
., | financial responsibility - Hexitility below
{2c) Publish Flesabiliry Bid :- = Flxiviity abobe
1 (3&) Publish Flexibility Offer
= { .
i i3b) verify depostt for <lexibilityQfferProfite, offerBrices]
(4] Run Matching Algorithm | acquiring tokens 4 i =rd
— End of Session 7 (3c) Mint Flexibility Tokens
{3d} Publish Flexibility Offer t
<flexibilityfidsf], — [FlexibilityTokens)
lexitilityOffersi=
el onit OB
| {5t) Transfer FlexibilityTokens |
ibilify {] 1 i
=flexibility Trodes il from Offerers to Buyers
{5c) Update Matched Buyers
{54d] Update Matched Sellers
(62} Recover deposits of H ul (7) Flexibility Delivery
| uar‘ﬁ;t_ch_eahta‘fo_ffe_rs ¥ (6b] burn unmatched tokens i Monltarning for
; i Matched Trades:
: - A
i - incentive/penalty
111, Report real oime activity
il (Ba} Report deviated fexibility delivery
i A+/~ |- pay penalty)
11 (8] Inform correct flexibility delivery
i + receive incentive according to matched price

Figure 12. Smart contracts interaction flow in the Price Driver Flexibility Market implementation

e Step 3: The flexibility sellers, can publish their flexibility offer through the flexibility seller contract.
The flexibility offer of an actor should be bound by their flexibility potential. The potential of a flexible
entity is determined as the capacity to increase -flexibility above- or decrease -flexibility bellow- their
energy consumption baseline at a given time. Since the asset traded in the Flexibility Market is the
FlexibilityToken, the sellers are required to acquire flexibility tokens proportional to the profile
offered (3a). For acquiring the tokens, a deposit is required by the Flexibility Market Manager
contract (3b) in order to have an insurance of predictive behaviour from the flexibility seller. The
flexibility tokens are generated (3c) and then the sell orders are published in the Flexibility Market
Session (3d).

e Step 4: The Market Session Smart Contract will accept flexibility bids and offers until the end of
session, at which point the matching algorithm will be triggered off-chain through the Oracle. The
matching service will receive the flexibility bids and offers registered during the market session and
will return a list of flexibility trades (matched flexibility bids to flexibility orders).

e Step 5: The flexibility trades resulting from matching the bids and offers published, are validated by
the Market Session Smart Contract and forwarded to the Flexibility Market Manager Contract (5a).
Based on the registered transactions, the transfer of energy token is done from the flexibility sellers
to the flexibility buyers (5b). The flexibility buyers and sellers are updated about the matched profiles
that are then evaluated during near-real time.

e Step 6: The unmatched orders will be forwarded to the Flexibility Market Manager Smart Contract
(6a) who will burn the unused tokens (6b) and will return to each prosumer his initial deposits made
upon registration in steps 2 and 3.

e Step 7: In real time, the monitored energy will be forwarded to the flexibility seller smart contract,
where the deviation is computed between the flexibility order matched and the flexibility delivered
(i.e. computed as the increased/decreased energy monitored towards the baseline value). The
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flexibility delivered will be further reported to the flexibility buyer. According to the registered
flexibility, if a significant deviation (i.e. above 10%) is registered, the flexibility seller is held
accountable and will be required to pay a penalty (8a), otherwise, the seller will be rewarded or his
service corresponding to the prices settled by the price-driven flexibility market matching algorithm
(8b).

The flexibility buyer Contract is responsible for managing the states and the functionality of the actors that
will request flexibility through the Price-driven Flexibility market. Table 2 shows the state variables of the
flexibility buyer smart contract.

Table 2. Flexibility buyer smart contract state variables

Energy Flexibility Bid The Flexibility Bid registered by the flexibility buyer in the Price-driven
Flexibility Market. An energy demand curve that needs to be followed by one
or a group of flexibility sellers due to energy flexibility shifting.

Flexibility Incentives The incentive offered as a reward for making available the flexibility.

service . L .
Penalties The penalties imposed for noncompliance.

In Figure 13, a code snippet from the flexibility buyer contract responsible for the registration and validation
of flexibility bids is depicted. The contract requires that the actor signing the published flexibility transaction
also deposits enough tokens to be able to ensure the payments in case the flexibility bid is matched. The
financial deposit and the bid information are forwarded to the Flexibility Market Manager, that is responsible
to process the bid, and redirect it to the corresponding Market Session contract.

1~ function publishFlexibilityBuyOrder( int32[] calldata » uint , uint )} external payable onlyBy(owner) {
2 uint deposit = @;

3~ for (uint i = @; 1 < periodCardinality; i++) {

4 deposit += _orderPrice * uint(sbs{ flexibilityRequest[i])};

5 ¥

[ require (deposit <= msg.valus);

7 EnergyMarketLibrary.TokenMetadata memory metadata = EnergyMarketLibrary.TokenMetadata(

8 _startHour,

9 EnergyMarketlibrary.Type. FLEXIBILITY,
1@ tx.origin);

11 FlexibilityMarketManager manager = FlexibilityMarketManager(flexibilityMarketManager);

12 manager.registerBuyOrder.value(msg.value){ flexibilityRequest, _orderPrice, metadata);

13 emit PublishedBuyOrder(_flexibilityRequest, _orderPrice, _startHour);

Figure 13. Buyer registering a flexibility bid

The flexibility seller contract is responsible to manage the states and the functionality of the actors selling
flexibility in the Price-driven Flexibility market. In Table 3 the state variables of the flexibility seller smart
contract are depicted.

Table 3 Flexibility seller smart contract state variables

Baseline Energy Profile Regular energy profile of an asset determined based on the average of measured
energy values in the past.
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Below Flexibility Potential  Estimated capacity to lower energy consumption due to energy flexibility shifting.
Computed based on the historical energy consumption.

Above Flexibility Potential  Estimated capacity to increase energy consumption due to energy flexibility shifting.
Computed based on the historical energy consumption.

Current Energy Profile Monitored energy consumption values of the asset acquired by the loT smart energy
metering devices

Flexibility Order Profile Flexibility profile resulted after the matching algorithm has run. Injected by the
market session contract into the FlexibilitySeller smart contract and needs to be
followed during delivery time.

Figure 14 shows the smart contracts associated with flexibility buyers and sellers where implemented in the
price-driven flexibility marketplace.

IFlexibilitySeller

Interface Contract

Figure 14. Flexibility buyer and seller smart contract modelled in the flexibility marketplace

The Market Manager and Market Session contracts are implemented in a compatible manner according to
the specification of the eDREAM blockchain platform detailed in D5.2.

The Flexibility Market Session contract will register all the flexibility bids and offers as long as the session is
opened. By the end of the session, the flexibility bids/offers matching algorithm will be triggered. The
matched trades will update the flexibility buyer contract, signalling that the request has been matched, and
the activity of the matched sellers should be registered and evaluated based on the monitored values. The
financial settlement rules will be applied by the flexibility buyer contract, in near-real-time according to the
specification of the eDREAM solution detailed in deliverable “D5.3 - Consensus based techniques for DR
validation and financial settlement”.

Based on the registered flexibility bids from the Flexibility Market Session a flexibility seller can choose to
either decrease or increase his energy consumption, according to his flexibility availability, thus a flexibility
sell offer will be published accordingly, as depicted in Figure 15. Since the seller promises the delivery of
flexibility as asset in the future, the seller should offer a guarantee of good behaviour. Thus, a token creation
deposit is required, proportional to the promised flexibility (see line 7). The guarantee will be returned to the
seller as soon as the real time activity is registered.
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1~ function publishFlexibilitySellOrder( int32[] calldata suint » uint ) external payable onlyBy{owner) {
2 require(_estimatedFlexibilityValues.length == pericdCardinality);

g FlexibilityMarketManager mngm = FlexibilityMarketManager(flexibilityMarketManager);

4 uint tokenDepositPerUnit = mngm.getTokenDepositPerUnit();

3 uint tokenDeposit =8;

6~ for{uint i =8; i< periodCardinality; i++){

7 tokenDeposit += tokenDepositPerUnit * uint{abs(_estimatedFlexibilityvalues[i]});

8

9 require (tokenDeposit <= msg.value);

18 EnergyMarketLibrary.TokenMetadata memory metadata = EnergyMarketLibrary.TokenMetadata(

11 _startHour,

12 EnergyMarketLibrary.Type.FLEXIBILITY,
13 tx.origin};

14

15 mngm.registerSellOrder.value(tokenDeposit){ _estimatedFlexibilityValues, _orderPrice, metadata);

16 emit PublishedSellOrder(_estimatedFlexibilityValues, _orderPrice, _startHour);

17}

Figure 15. Seller registering a flexibility offer

By the end of the flexibility market session, after the flexibility bids and offers are matched, the flexibility
seller contract will be updated with information about the matched flexibility profile (i.e. the flexibility order)
and the matched flexibility buyer who will evaluate the activity in real time will be provided.

We have adopted the ERC-721 standard for representing the traded energy flexibility assets as non-fungible
tokens in the blockchain system. The specifics of a token instance are specified by different fields in the
TokenMetadata structure. Several adaptations have been made in order to provide a market compatible
representation of the flexibility asset to follow the specification of the eDREAM blockchain platform (see
Figure 16). The Flexibility Market Session Contract enforces the trading rules by allowing the publisher full
management rights over the lifecycle of the bid/offer, being able to update, suspend or re-activate it. The
bids/offers and the flexibility trade structures used by the smart contracts are also presented in Figure 16.

1~ struct FlexibilityOrder { struct FlexibilityTrade{
2 bytes32 id; bytes32 id;

3 Orderside orderside; bytes22 buyOrderId;

4 address _address; bytes32 sellOrderId;

5 vint timestamp; address buyingAddress;
6 address payable sellingAddress;
7 uint tokenId; uint timestamp;

i TokenMetadata metadata;

9 uint tokenId;

18 int32[] quantity; int32[] quantity;

11 uint price; uint price;

12} }

Figure 16 Flexibility Order (i.e. bid or offer) and Flexibility Trade data structure
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4  Blockchain Platform for Micro-Grid Energy Management

The eDREAM blockchain based prototype platform for micro-grid energy management offers a peer-to-peer
energy marketplace, decentralized management and control of flexibility services and a price-driven flexibility

marketplace (see Figure 17).

Hello Prosumerl ! Please select your option. *
F2P Energy Market Decentralized Price Driven Flexitility
. Flexibility Market
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P2P Markal

Figure 17. Energy stakeholder options in the eDREAM blockchain platform for micro-grid energy management

4.1 Peer-to-peer Energy Trading

It allows the energy prosumers to trade energy in a peer-to-peer fashion. The main actors involved in this
process are the energy buyers or sellers (i.e. usually the prosumers) and the market operator.

After login a prosumer login has access to a page displaying relevant information on its forecast energy
production or consumption as well as the reference energy price from the previous market session. All this
information will be used for placing and energy bid for buying energy or an energy offer for selling energy in
the current market session (see Figure 18).
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Figure 18. Web page for showing the Prosumer estimated energy profiles and potential bids/offers

After the market session ends, the matching algorithms from Section 2.1 are run and the energy bids and
offers as energy transactions are returned (see Figure 19).
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ENERGY MARKET > BLOCKCHAIN MATCHED BIDS AND OFFERS
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Figure 19. Energy transaction registered on the blockchain platform

The energy transactions between peers are not yet validated until the actual moment of energy delivery. At
that point the monitored energy values will be used to validate the transactions and the financial settlement
is conducted by delivering the tokens to the wallets of participants in the transaction (see Figure 20).
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Figure 20. Energy transaction validation using monitored data and participants accounts settlement

The Energy Market Operator, upon its login, will see all the energy bids and offers registered in a market
session in terms of promised volumes the be traded and associated prices (see Figure 21).
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ENERGY MARKET > ESTIMATED PROSUMER PROFILES FOR DAY AHEAD

Enorgy Consemption Bidn
2100

|
g 800 l'lll |-‘ :‘:' ..l

~atmnen NN

TR0
m Presumar] - Procumer? e Paosum m Prasurmerd w Prosuned
EFmumet W genEse

Orders registered on Day Ahead Market

Enargy Preduction OHers

2100

£ oo
€1 2346678 0101171314151E171810 %020 2223
hour

= Presumor? mProsumend s Prosumert m Prosumen]] e Protumar]l
m Prosumerl? = batefy

“2DREAM

Bigs Omers
Hoar Piosumer Quanaty Price Energy Type Hour Prosumer Quantity Frice Enargy Typs
[} Prosumer! 456 580 GREEN o ProsameT 3456 20 GREEN
1 Presumerl 48.44 0 OREEN 1 Prosame? 4844 520 CREEN
2 Presumart BLAT ] GREEN 2 ProsiamerT 6147 520 GREEN
-] Prosume s23 (E] GREEN 3 Frosame T 522 =z GREEN
Fage 1 o4l Growa -+ et Page 1 dd2  Smws o Heat

Figure 21. Energy Market Operator view on energy bids and offers submitted in a market session

In addition, after running the energy bids and offers matching algorithms it can check the matched ones as
trades as well as the calculated reference price for the session (see Figure 22).
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Figure 22. Energy Market Operator view matched bids and offers and reference price calculation for a market session

4.2 Decentralized Flexibility Services Management and Control

In the case of decentralized flexibility services management and control, specific web interfaces have been
developed to expose the functionality and facilitate the interaction of the following types of actors such as
DSO, flexibility aggregator and prosumers.

The first actor is the DSO, who - after the login to the platform - checks the forecast energy demand and
production at the level of specific micro-grid and may create a specific flexibility request in case of potential
un-balances are detected. In case the predicted levels on renewable energy generation are above the
consumption, the DSO will ask for energy flexibility shifting in the direction of increasing the energy demand
and consume as much as possible the generated energy locally. If the predicted generation is below the
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consumption, then it may ask for energy flexibility shifting in the direction of lowering the consumption in
specific time windows. Accordingly, the flexibility request is being issued (see Figure 23).
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Figure 23. DSO view on micro -grid predicted state and flexibility request generation

After login, the aggregator can see the flexibility request issued by the DSO and will start by investigating how
to aggregate the flexibility of its enrolled prosumers to address the flexibility request and deliver the
aggregated amount. The aggregator may check for the entire portfolio the forecast flexibility availability (i.e.
above and below the regular baseline) as well as spilt for each individual prosumer (see Figure 24).
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Figure 24. Aggregator view on the forecast flexibility availability of enrolled prosumers

After running the flexibility request to flexibility order, the aggregator may check the split of the flexibility
request onto flexibility order signals tailored to each individual prosumer flexibility availability (see Figure 25).
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AGGREGATOR > SUBSET OF MATCHING PROSUMERS

DSO Floxibllity Requext Etoxibliity Delivery
2100~ 2100
A -
-
. v il <8
" . v - . \
v - \ - — \
§ w04 al L. g neo- & - L
- - sl >/ \ . ' P -~ N
- v - -
[ L iy o) 1y o I . Y I I
012346067 69101121314151017381920212223 01234806748 %10312134151017101930212229
< NeibilityRequest ot ~AGG1 mOEP] mDEP2 w DEPS we DEPY « DEPS wa CEPG o
Heur Prosumes Flexiblity Request Bassine Flehility Selow Fexbility Above Relabiity Score
o DEPL 6656 4031 ? 8216 1000
1 DEPL 68.63 52.66 9 8216 1000
2 DEPL 7454 5548 ) 8216 1020
3 DEPL 7124 5299 ’ 8216 1000
kS DEPL 7425 4988 ) 8216 100
Page 1 ot29 Srows  * Next

Figure 25. Flexibility request to prosumer flexibility order split

Moreover, during actual flexibility delivery, the aggregator may check the compliance of the enrolled
prosumers to the flexibility order curve based on the actual monitored data assess the potential relevant
deviations in terms of delta +/- energy differences and use this information for the financial settlement of the
flexibility service (see Figure 26).
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Figure 26. Flexibility delivery and compliance of the prosumers enrolled with the service
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Finally, a prosumer who is enrolled with the aggregator may check the forecast flexibility availability levels
above and below the baselines as well as the flexibility order signal received from the aggregator (see Figure
27).
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Figure 27. Prosumer view on flexibility availability and aggregator flexibility order signal

During flexibility delivery time the prosumer may check its levels of compliance to the flexibility order signal
based on the actual monitored energy data (see Figure 28).
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Figure 28. Prosumer actual flexibility delivery information
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4.3 Price-driven Flexibility Marketplace

In the price-driven flexibility marketplace, we have three types of roles: flexibility sellers (i.e. prosumers or
aggregators), flexibility buyers (DSO, aggregators, etc.) and flexibility market operator.

The flexibility seller may place flexibility offers in the flexibility market session in terms of increasing or
decreasing their energy profile in relation to the baseline (i.e. by shifting energy flexibility). After their
registration they will be shown information from the previous market session relevant in constructing
flexibility sell offers (see Figure 29).
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Figure 29. Previous market session flexibility bid / offers volumes and prices

Then the flexibility seller may check their calculated baseline and estimated flexibility availability for the next
day either above or below the baseline. This information is then used for placing flexibility sell offer on the
flexibility market (see Figure 30).
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Figure 30. Forecast flexibility availability and sell flexibility offer

At the end of the session, the flexibility seller may visualize the matched energy flexibility transaction stored
in the blockchain platform (see Figure 31).
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Trade Quantities
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Figure 31. Registered flexibility transaction in the blockchain

At the moment of the delivery, the transaction will be validated using the monitored energy data of the
flexibility seller, deviations from the matched flexibility bid curve will be determined as delta +/- energy
differences and the wallets of the flexibility transactions participants will be settled accordingly (see Figure
32).
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Figure 32. Monitoring the flexibility delivery and flexibility transaction settlement

Flexibility buyers will follow a very similar interaction flow, but in the case of DSO, for example, other relevant
information will be displayed for supporting the publish of flexibility buy request on the flexibility market (see
Figure 33).
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FLEXIBILITY MARKET > PLACE ENERGY FLEXIBILITY BID IN THE CURRENT MARKET SESSION
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Figure 33. Relevant information for creating flexibility buy bid displayed for the DSO

At the same time, the flexibility buyer may check the actual delivery of flexibility by the group of flexibility
sellers (i.e. at the level of individual participant and as a whole) that were matched to its flexibility bid request
and use the potential delta +/-energy deviations in the financial statement of the flexibility transaction (see

Figure 34).
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Figure 34. Flexibility buyer monitoring the flexibility delivery of matched flexibility sellers

Finally, the market operator may check the total flexibility bids and flexibility offers submitted during a
market session and upon the session end the ones matched as energy flexibility transactions and the

flexibility reference price (see Figure 35).
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Figure 35. Flexibility Market Operator view on energy flexibility bids and offers submitted in a market session as well as on the
matched ones
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5 Conclusion

In this deliverable, we have presented the final version of eDREAM blockchain-based platform for the
management of energy micro-grids. The following management solutions have been implemented and can
be used by various energy stakeholders (i.e. prosumers, aggregators, DSO, etc.): a P2P energy marketplace, a
mechanism for decentralized implementation and control of flexibility services, and a price-driven flexibility
marketplace for decentralized trading of assets flexibility.

in addition to the blockchain platform’s initial version (reported in D5.2), in this deliverable we have presented
the definition, implementation and integration of Demand-Offer matching mechanism for all the
management alternatives offered by the eDREAM blockchain platform. At the same time, we have described
the implementation of the price-driven flexibility marketplace which is leveraging on self-enforcing smart
contracts for allowing the flexibility buyers and the sellers to trade the energy flexibility of various assets.
Finally, we have reported the refinement and implementation details of the web-based interfaces to facilitate
the interaction of the energy stakeholders with the blockchain platform for exploiting the defined energy
management solutions.

The blockchain platform has been tested and validated using the datasets provided by ASM Terni and Kiwi
project pilots, showing its effectiveness in addressing various management problems of the micro-grids (see
also D5.1, D5.2, D5.3, and D5.4). Furthermore, the developed decentralized management solutions,
algorithms and techniques have been validated by the scientific community (i.e. they have been published in
relevant Web of Knowledge Quartile 1 and 2 computer science journals).
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